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I[EC TC 62 X:_jE&IE — September, 2011 Nuremberg meeting —
B TC62 CAG submitted the revised scope and discussed

To prepare international standards and other publications
concerning electrical equipment, electrical systems and
software used in healthcare and their effects on patients,
operators, other persons and the environment.

NOTE: This scope includes items that are also within the scopes of other committees and
will be addressed through cooperation. Attention will focus on safety and performance
(e.g. radiation protection, data security, data integrity, data privacy and environmental
aspects) and will contribute to regulatory frameworks.

Healthcare includes medical practice as well as emergency medical services,
homecare, and support of persons with disabilities in their daily lives (i.e. Ambient
Assisted Living).

(R EEREIZIA—HRTBIEEZHROHTES,

BECHRETL CTWADMEIEZFE . SFEEE DI RE X576 . AiE“Healthcare”> L TLV5S,
Healthcarel. /€K DEE S EFIZMNZ . JF& EE. AEER. BE - NE. SmEBEIIEEZSEAT
L5, BEPOIRK IEC 82304-1Tl&. “Healthcare” i 5 “Health Software” £ TRa—7%
TN BT = AN S A

MDRDFIE [ZM 1T 1-BhEHYEFIE
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VIO 7REEREEERB (ISO/IEC) - TC 210/2156DIWG -
B REVATLRE., 2R ERRE

=T -
AT L =]

mE VAT LR %1 0 E K
Medical device Lays out a foundation to :'EEg:(?:(?ll_'ll_giﬁﬁfg}"ﬁf“"@
management standards develop a medical device Medical device product :Egggggiig ;?t?@-i:nﬂ_

-1-9 IrIRE T EX A
ISO 14971 affects affects Standards IEC60601-1-10 EIEEI’]E;[/—?:‘/FD—)L
ISO 13485 IEC 60601-1, IEC60601-1-11 th— L4 T -FTUr—iaz,
IEC 61010-1
&l 18 Hl|

Gives specific direction for
creation of a safe medical
device

60601-2-1 EFIELEE
60601-2-2 & &K E ARE R UE ERS R
60601-2-4 #ENBR RS

60601-2-5 BE RYIBHE AN DA
60601-2-7 XigREBROEEETRESR ARHA
60601-2-8 X#Ri%2%(10KV ~1MV)
60601-2-1 A < #piAmikasl
60601-2-12 ffinFL—%
60601-2-13 FREES AT L
60601-2-16 MM&FEHT . EiEFEHT KR UMK EH
60601-2-18 N1REEHERS

Implementation

of medical
device software

inspires ;

Medical device
process standard
IEC 62304

JOtwRFE 3

Gives detailed direction how
to develop and maintain
safe software system

Product Standard for
Standalone Software
IEC 82304-1

affects

Y|

< affects
& Al

Health Software — Part 1: General requirements for product safety

AAVEF7RAVYIMI 7 DG (62A/839/CD)

Other sources of JEFH fﬁ.*ﬁ (ﬂi)
information IEC80001-2-1 Step by step risk guid
IEC/ISO 12207, Risk management IEC80001:2:2 Seecltrity step risk guidance
r y Guidance =
IEC 61508-3, Standard of Medical IEC80001-2-3 Wireless guidance MDS2DET
IEC/ISO 90003, ... device in ICT IEC80001-2-4 HDO Guidance
IEC 80001-1 IEC80001-2-5 Alarm Guidance fit

Gives additional guidelines,
techniques, etc that may be
used

IEC 62304 Annex C EC.1

ICT YRATLDOBRESR
BRERERDYRITROAVMNIBIT51 8 - EEICOVWVTOEREIF

IEC TC62 SNAG ERNEES 2013 3



Intended for

H‘laintaining and improving ﬁ,

IEC 82304-1: EERYVIr Y7 DL IR (624/839/0D)

IEC 82304-1.:
Health Software — Part 1. General requirements for product safety

health of individual persons

SOFTWARE-ONLY PRODUCT HEALTH SOFTWARE
8 STANDALONE SOFTWARE
2
a
2
=
Q
=
_ MEDICAL SOFTWARE
1]
2
% MEDICAL DEVICE
SOFTWAREJMEDICAL DEVICE SOFTWARE
without physical device without physical device with specific physical device
and not for specific physical device but for specific physical device
( Deployed }
1 Scope

This International Standard applies to the entire lifecycle
including design, manufacture, installation, maintenance, and
disposal of HEALTH SOFTWARE.

NOTE This standard provides no requirements for software
embedded in a medical device.

IEC TC62 SNAG ERERE 2013

HEALTH SOFTWARE

software intended to be used
specifically for maintaining or
improving health of individual
persons, or the delivery of care

MEDICAL DEVICE SOFTWARE
software intended to be used
specifically for incorporation
into a physical medical device

MEDICAL SOFTWARE
software intended to be used
specifically for incorporation
into a physical medical device
or intended to be a
SOFTWARE MEDICAL
DEVICE

SOFTWARE MEDICAL DEVICE
software intended to be a
medical device in its own right

SOFTWARE-ONLY PRODUCT
STANDALONE SOFTWARE

for the purpose of this standard,
software which is not intended
for incorporation in another
product at the time of its
placing on the market or its
making available



=EEYV IO T OSBRI GEEER)

Medical Software =) Healthcare Software =) Health Software
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Quality Management — ISO 13485 ~ [ 5 BB AT LK ]
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Risk Management — ISO 14971 'JZ77*‘/9‘/|‘fE*§ ]

[ General software requirement — IEC 82304-1 ’\ILZ’7'7‘J7I~'7:I:7
/ % L ARG J
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[ Usability - IEC 62366] [ Pro\v\ess - IEC 62304]
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FDA Should Expand
Its Consideration of
Information Security
for Certain Types of
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SP800-34 Contingency Planning Guide for Information Technology Systems
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2. REDTATH A1) Legacy Software

IEC 62304 Ed.2 3.11 LEGACY SOFTWARE
MEDICAL DEVICE SOFTWARE which was legally placed on the market but for which there is
insufficient objective evidence that it was developed in conformance with the current version
of the standard.
-MEDICAL DEVICE software being legally on the market and that shall be currently
introduced into the market without changes, but that were not developed using the
development lifecycle processes of IEC 62304 (so called legacy software);
-MEDICAL DEVICE software being legally on the market and that shall be currently
introduced into the market, but requiring small changes (maintained legacy

software);
Legac
OTS (off-the-shelf Software) SOUP

software previously developed for which adequate
records of the development processes are not available

SOUP

Reuse

Legacy
Software

IEC 62304:2006
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Windows NT 4.0 Workstation

Windows NT 4.0 Server

Windows NT 4.0 Embedded

Windows 2000 Professional

Windows 2000 Server

SP2:20104 7 A 13 B
SP3:20144 4 A 8 H

20144 4H8H

Windows XP Professional

Windows XP x64 Edition

wWindows XP Embedded 2016 &£ 1 A 128

Windows Embedded Standard 2009 20144 1 A 14 B / 20194E 1 A 8 H

Windows Server 2003 *3 20154 7 A 14 8

Windows Server 2003 R2 *3 20154 7 A 14 H

Windows Vista Business/Ultimate 20174811 H

201347 A/o B
2015$yﬁ 13 8 *1 20204 1 B 14 B *2

Windows Server 2008 *3 20184 7 H 10 H

Windows 7 Professional/Ultimate

Windows Server 2008 R2*3 . 20157(1 A 138 =1 20204 1 A 14 8 =2

Windows 8 Pro. 2012 4 10 A 30 B 29!$ 1A9R *1 202341 A 10 B =2
*1 R RADRTE. 2 MRt . /
2 ALV RAN)—LHYR—MET . SAERMIRH 20144 F&8: Windows XP® » K EBRFREETIDIC
*3 &Edition#ti& X)) T \FBNRHEINGLGD Windows 74t DER
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FISMA: EFBEHREX L) TFAIRUAVNE)
FREX 1) TAIRIBBBRIXEDETE . B BRFTIZEIZELY,
FREWEFR AT LDEX 1) T8t Z K EFRBATHEEEE CETFF (5

“Each federal agency shall develop, document, and implement an agency-wide information security program to provide
information security for the information and information systems that support the operations and assets of the agency,
including those provided or managed by another agency, contractor, or other source...”

--- Federal Information Security Management Act of 2002 (Title Ill of the E-Government Act)

NISTOFISMABAFOY Yk

B SEFRBFDOEHREX) T0#IEIZHF 59 5 (FISMADIJIEST)

J7x—X|: FISMABIED X 1) T4EE (FIPS) BEUVHARZA(SPU—X)DERH
J21—XI: X)) T4 —EXRTONAFREETOYT S LDOBAF (2006F L YEIR)
Jr—XN:EFxa)T4-Y—ILRIETOT S LDOREF (2010FE L YEIIR)

DIACAP: DoD XEE[EREDEREFLT(5R1ETOTS LA
ERFHEREMm T2 T4 &% (FDCC) [THA ., KYBREGEAE LT
@7OraLh RSN TLNS, (ATORRED. IHFLD )

‘ In“u"nv Public Hospitals
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SCAP tool

RITHERD
& )75 B

(SCAP Compliance Checker)
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YV—ILIZEKBARAX U =ENE
STIG(E#E)FyI) A E
n:l:ﬁﬁ ﬂzﬁ‘ZL—C EFI a8

¥

ATO(t*a)7488%) FHE

Retina S/W Installed
on laptop or program

EEEERICKS
EED=/IRIE

TCP/IP

. network
can be installed on the
STIGFTvY'J Ak R
A [ E | & ] E
1 NOTE: The accreditation for this system is for this configuration only. Any deviation, or change to the configuration will invalidate the accreditatiol
2 IA Control ﬂ Title ﬂ ﬂ Description Answer
U Enc ion for Confide ntility (Dat Unclassified, sensitive data transmitted through a commercial or wireless
ECCT— mRfEtEm o St ?m (el HEEE) Enclave Computing Environment  [network are encrypted using NIST-certified cryptography (See also
at Transmit)
21 DCSR=2). A
f Successive logon attempts are controlled using one or more of the o
following: HAA
! - Access iz denied after multiple unsuccessful logon attempts. Inherited
ECLO-2 Logon Enclave Computing Environment - The number of access attempts in a ghen period is limited

f - A time—delay control system is employed. If the system allows for
multiple logon sessions for each user [0, the system provides a capability

22 to control the number of logon sessions

All authorizations to the information contained within an obiect are
revoked prior to initial assighment, allocation, or reallocation to a subect
from the system’s pool of unused objects. Mo information, including
encrypted representations of information, produced by a prior subject’s
actions is available to any subject that obtains access to an obiect that
has been released back to the systerm. There is aksolutely no residual

ECRC-1 Resource Cantrol Enclave Computing Environment

An
M4

ke Fomiee il friamn =
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BREE
DoD

DIACAP
PIT

STIG

SCAP
MSSCM

GPO

FDCC
USGCB

ATO

Retina

2012/11/7

Department of Defense

Product Implementation Test

Security Technical Implementation
Guide

Security Content Automation Protocol

Microsoft Security Compliance
Manager

Group Policy Object

Federal Desktop Core Configuration

The United States Government
Configuration Baseline

Approval to Operate

Retina Vulnerability Scan

KEE#RAE.
REEP#BE CRERERRRITY AT LALES.
Defense Information Assurance Certification and Accreditation Program

KEEEREDAILRANZES-ODERHER. —EAKRITHEI3EMEBH
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1.0SHDEFX1TARENEE(CH->TITHNTLNSZE
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OSELYVIrIITEN—FIITIIRT D, BEALMEFICEAT HF) T4
#. DoDEEMDISA(Defense Information Systems Agency)m XK H—T,
KEMAREE. EREE FIvlY—ILZRE.

MEssiEit, REIDBEETOr L. UTEREMIVERK:

MSIRIEDEF2TA RIS —EE, BH, HEY—IL. OSI7TVIRAA B
B (&ED BITR—RSAUZRHL, ITEEE(E, CCERAITRYS—&TE
(& - 8 - ) A AT EE. RERERIEGPOTH AL, TargetPCTGPOA >R
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Windows®DtF a2 T47R) L —REBE CTRE C=dRI—. 1\ IT7vT "
LART - — @A A AT RE.

THFEEERNHET ST RAINTREDEE
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Start = 1 (Load when booted)

(f51: ACPI, Disk, NetworkB:E etc)
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(BA LRIV TEZHRIZLDHRERRHY)
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