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1. Using a high-powered 2. If the medical device does
antenna, an attacker can not have authentication or
remotely manipulate the authorization, it allows the
medical device without the attacker to inappropriately
patient’'s knowledge. access the device.

3. Using the laptop and
antenna, the attacker can
manipulate the medical
device by adjusting the

\ settings or turning it off.
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» Windows 7 STIG D EEE 4
Group ID (Vulid): V-1072 E{$ H‘]tﬂ:%ﬁﬁlﬁ E mgaﬁ

Group Title: Shared User Accounts

Rule ID: SV-25000r1 rule

Severity: CATII

Rule Version (STIG-ID): 1.008

Rule Title: Shared user accounts are permitted on the system.

Vulnerability Discussion: Shared accounts do not provide individual accountability for system access and resource usage.

Responsibility: System Administrator
TAControls: TAGA-1

Check Content:
Interview the SA to determine if any shared accounts exist.

Any shared account must be documented with the IAO. Documentation should include the reason for the account, who has access to this
account, and how the risk of using a shared account (which provides no individual identification and accountability) is mitigated.

Note: As an example, a shared account may be permitted for a help desk or a site security personnel machine, if that machine is stand-alone and
has no access to the network.

~Fix Text: Remove any shared accounts that do not meet the exception requirements listed.
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